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Wireless setup guide for Linux

1 Introduction

This guide describes how to connect a Linux computer to the RMIT secure wireless network
(RMIT-WPA). It assumes no knowledge of wireless or network configurations and includes a

section on troubleshooting.

The steps for getting connected are configuring Network Manager and setting the proxy.

Configuration should take no more than 10 minutes.

For further information about the network, please refer the RMIT web site page About RMIT’s

wireless network via http://www.rmit.edu.au/its/wireless.

1.1 Operating system support

Your Linux distribution must have the following:

Linux kernel version 2.6 or higher

Network Manager 0.7.0 or higher

WPA Supplicant 0.6.3 or higher

Drivers available for your wireless network card

The following is a list of Linux distributions that meet these criteria:

e [Fedora9
e Ubuntu 8.04
e Suse 10.2

2 Instructions for Linux users

2.1 Preparation

Before beginning your wireless configuration, please check the following:

e Ensure that your Novell (NDS) account is active and that the password has not expired.

This is your staff ‘e’ number or your student ‘s’ number

e Ensure that the PC’s wireless port is operational, or install the wireless card as per the

manufacturer’s instructions.
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2.2 Connecting to RMIT-WPA secure wireless network

Follow these steps to configure and establish a new connection. If you have already established a
connection and wish to edit the settings, refer to section 2.5 Editing existing settings.

Step 1.

Step 2.

Click the
Network
Manager icon
in the System
Tray. It will
show a list of
networks that
are available
for connection.

Select RMIT-
WPA.

The Wireless Network
Secrets Required screen
will appear.

Step 3.

Step 4.

Select PAP in
the Inner
Authentication
pop-up box.

Enter your
RMIT ID and
password into
the user name
and password

.@i’ RMIT-WPA Demo User Wed Dec 3, 10:01 AM o}

' 00305b00ch4aNVTLT265 Series [EE
" 100806 @
reduroam oy

RMIT
® RMIT-WPA

VPN Connections

Connect to Hidden Wireless Network...
Create New Wireless Network..,

=3
Figure 1. There may be many networks available.

Wireless Network Secrets Required

Secrets required by wireless network

Passwaords or encryption keys are required to access

the wireless network 'RMIT-WPA'.

Wireless Security:

Authentication: | Tunneled TLS

WPA & WPA2 Enterprise v |

Anonymous ldentity:

boxes. CA Certificate: | (None) |
Step 5. Leave the . Inner .i-".ut‘r1|v:em:l'l:atil::r'l:@!‘-ﬂJ D
default settings
for all other
) User Name: —> 53106514
options and | - — —|
C|ICk Connect Paljswurd: *Io--------noo |
| Show password
anncel éiC;pnect]
e —— —
Figure 2. Entering network credentials.
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Step 6.

Step 7.

Step 8.

Tick the Don't
warn me again
checkbox and
click Ignore
when the no
certificate
warning pops
up.

Wait for the
connection to
complete.

Once
connected, the
Network
Manager icon
changesto a
vertical bar
graph.

/\ No Certificate Authority certificate chosen
ol B

S5 Not using a Certificate Authonty (CA) certificate can result

in connections to insecure, rogue wireless networks, Would
you like to choose a Certificate Authority certificate?

¥] Don't warm me again

Choose CA Certificate

Figure 3. No Certificate Authority is required.

¥ S0 @ A RMr

Connection Established

_:_| You are now connected to the wireless networlk
= RMIT-WRAY

Figure 4. A successful connection shows as a pop-up balloon in the System
Tray.

To test that the wireless connection is working, you can try browsing to the RMIT web site
(http://www.rmit.edu.au). If you can see the RMIT home page, you now need to continue
to section 2.3 to configure your browser’s proxy for external internet browsing.

If you cannot see the RMIT home page, continue to section 2.5 Editing existing settings to check
that your settings match those in Figure 2.

2.3 Configuring proxy settings for external browsing

All internet browsing via RMIT networks must go through RMIT’s proxy servers. Proxy servers log
all internet activity. Follow these steps to configure the proxy for your preferred browser. If they
have already been set, use these instructions to check that they are correct.

Links to the section for your browser are listed below:

Firefox 3.0+ Section 2.3.1
e Konqueror 4.1+ Section 2.3.2
GNOME Desktop 2.22+ Section 2.3.3

2.3.1 Firefox 3.0
Step 1. Start Firefox

Step 2. Click the Edit menu then Preferences.

' RMIT Status: FINAL

UNIVERSITY Version: 1.0

Information Technology Services/Infrastructure Services

Document: WirelessWPA-for-Linux-Dec08.doc
Location: I:\isb\Documentation\Wireless
Networking\UserGuides

Save Date: 16/09/2009

Page 4 of 10


http://www.rmit.edu.au/

Wireless setup guide for Linux

Privacy Security [SCEFERE

"? Clear Now

ME of space for the cache

Exceptions...

Connection Setting

Step 3. Click Advanced rm
on the top of the - —
options dialogue |ﬂ =k =
then click the Main Tabs  Content Appﬁions
Network tab.
General Update Encryption
Step 4. Click Settings. )
Connection
Configure how Frefox connects to the Internet
Offline Storage
Useupto | 500 |7
7 Tell me when a website asks to store data for offline
use
The following websites have stored data for offline use:
Figure 5. Accessing proxy settings in Firefox 3.
Step 5. Select the
Automatic Proxy
Configuration Configure Proxies to Access the Internet
URL option and ) No proxy
enter _ _ Auto-detect proxy settings for this network
http://wpad.rmlt:e ' Use system proxy settings
du.au/wpad.dat in - -
the space Manual proxy configuration:
provided.
Step 6. Click Ok and then

Close.

@&utumatic proxy configuration URL:

~

Gt_tp:ﬂwpad.rmit.edu.au;wpad.dat

—

& Help

QCanceI [@

Figure 6. Double check your URL spelling!
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2.3.2 Konqueror 4.1
Step 1. Start Konqueror.

Step 2. Click the Settings menu then Configure Konqueror.

Step 3. Click Proxy in
the left hand

L B® General |
navigation . Genera Configure general Kongqueror be
« Performance

menu. - [ File Management
- Miews
B Previews & Meta-Data
% File Associations
-4 Web Browsing

@ AdBlocK Filters

When Konqueror starts:

Home Page: hitp:/fwwwkde.org

) Web Shortcuts +| Open links in new tab instead of in ne

,‘ﬂ, Egﬁrse + Hide the tab bar when only one tab g

E Stylesheets +| Open new tabs in the backgroun
History Sidebar o

4 Cookies _ Open new tab after current tab

| & Crypto

Conﬁ rm when closing windows wi
“3 Browser Identification 9

'“ Java & ] EVBSC”F"E huw close button tabs

Figure 7. Accessmg the proxy settmgs.

Step 4. Select the Use
the following
proxy
configuration Proxy | SOCKS
URL and enter
http://wpad.r
mit,edu_au/wp i . Automatically detect proxy configuration

Configure the proxy servers used 9

__ Connect to the Internet directly

ad.dat in the @U;e the following proxy configuration URL

text box. Qttp:,.f,.prad.rmit.edu.au,.prad.dat ) a B
__ Use preset proxy environment variables Setup...
. Manually specify the proxy settings Setup...

Authorization

» Prompt as needed

./ Use the following login information.

Username:

Password:

Options

| Use persistent connections to proxy

@ & Apply @ cancel

Figure 8. Double check your URL spelling!
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2.3.3 GNOME Desktop 2.22

Step 1. At the GNOME Desktop, select System > Preferences > Internet and
Network > Network Proxy

Step 2. Select

Automatic
proxy [ Proxy Configuration ] Advanced Configuration

configuration.

Direct internet connection

Step 3. Enter
http://wpad.r Manual proxy configuration
mit.edu.au/wp
ad.dat next to
Auto
configuration
URL.

Step 4. Click Close.

G)gutnmatil: proxy configuration

Autoconfiguration URL: @p:ff'wpad.rmit.edu.auprad.dat

Figure 9. Double check your URL spelling!

2.4 Updating your RMIT password

If you have changed your RMIT password recently and not connected to the wireless network
since, Network Manager will pop-up prompting for your credentials when you next try to connect.

Step 1. Enter your new password.
Step 2. Click connect.

You can also access the saved password using the instructions in the following section, 2.5 Editing
existing settings.
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2.5 Editing existing settings

If you are having trouble connecting and wish to check or update your settings, here’s how you can

access the saved network secrets for the RMIT-WPA network:

Step 1. Click the Network Manager icon in the System Tray. If you are connected to any
network the icon will appear as a vertical bar graph as in Figure 10. If not connected, it
will appear as two computer screens with a red and white cross under it, as in Figure 11.

il

Figufé 10. Network Manager connected icon.

Step 2. Click Edit
Connections

Step 3. Click the
Wireless tab.

Step 4. Select Auto

=

Figure 11. Network Manager disconnected icon.

RMIT-WPFA Demo User V
| Enable Networking
! Enable Wireless

£ Connection Informaticn

E Edit Conriections... |

About

i) Network Connections

T Mobile Eroadband @ VPN I_J DSL

AL.I‘ED RMIT-WPA,

s
Figure 12. Accessing existing connection settings.

. Add
RMIT-WPA in A ||
the list of
wireless R
networks and _ @ Delete
click Edit. '
' 3 Close
Figure 13. Selecting a network to edit.
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Step 5. Click the
Wireless
Security tab.

Step 6. Review and

edit settings if

required. If
you make any
changes, click

Apply and

then Close.

Editing

Auto RMIT-WPA

Connection name: |EEEEHETE:

W Connect automatically

Wireless @ ireless Sricuri@[ IPv4 -Sefﬁngs :

Security:
Authentication:
Anonymous ldentity:
CA Certificate:

Inner Authentication;
User Name:

Password:

[WPA & WPA2 Enterprise v }

| Tunneled TLS v |
| |
| (None) =]
| PAP v
ez |

I”I Show password

1 Avallable to all users

 @cancel | | o Apply |

Figure 14. Check settings against those shown here or re-enter your password.
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3 Troubleshooting

3.1 Mobile wireless connectivity

A constant connection must be maintained as the wireless connection to a laptop uses a secure
tunnel. Disconnection simply requires reconnection and possibly to re-logon to any web sites you
were signed into at the time of disconnection. To avoid being disconnected from the RMIT
wireless network:

e Minimise movement while logged in to the wireless network

e Do not leave a wireless location

e Avoid movement between non-contiguous wireless areas. For example, moving from The
Hub to Building 37 will cause disconnection, as there is no wireless support when crossing
Swanston Street

e Moving out of a wireless location then returning will have the same effect i.e. the wireless
network connection will be lost.

3.2 Wireless support

IT Helpdesk is available for troubleshooting the connection to the wireless network.
Limited assistance is available at:

e IT Helpdesk via the web: http://www.rmit.edu.au/its/ithelp, email: helpdesk@rmit.edu.au or
telephone: (03) 9925 8888

e |IT Support Desks. Bookings are required, and can be made at the following locations:

Campus Location Description
City Building 8 Level 3 Student IT services
(03) 9925 3663
Building 8 Level 3 Swanston Library
Information counter
Building 108 Bourke Street, College of Business
Bundoora Building 210 Bundoora Library
Brunswick Building 514 Level 2 | Brunswick Library
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