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1 Document Details
1.1 Introduction
This document has been written as a manual to how the Network Systems of RMIT need to be implemented to ensure smooth integration and enure that our users have a standard way of accessing Network Resources throughout the University.  This creates an ease of configuration, administration and support for our Operational Administrators, Support Staff and users alike.
1.2 Implementation and Compliance
This document has been approved as policy and it will be the responsibility of ITS and relevant subcommittees to ensure the implementation of all standards and configuration items listed or referred to in this document are adhered to.
1.3 Review and Modifications

This will remain a controlled document.  Changes can be made by ITS or by motion at ITTAG after approval of all relevant ITTAG subcommittees for approval by the Executive Director (ITS).
This document will be reviewed by ITS every 6 months, although it is a living document and changes can be made at any time.

1.4 Definitions

	ACL
	Access Control List

	CN
	eDirectory Common Name identifier

	eDirectory
	Novell eDirectory (also referred to as NDS)

	ETEC-IT
	Education and Training Executive Committee

	DMZ
	De-Militarised Zone

	IP
	Internet Protocol

	IPX
	Internetwork Packet eXchange

	ITTAG
	Information Technology Technical Advisory Group

	ITS
	Information Technology Services

	LAN
	Local Area Network

	Local Area
	Area of self management (eg Portfolio/School/Research Centre) as governed by Portfolio IT Managers

	NAG
	Network Administrators Group

	NDS
	Novell Directory Services (also referred to as eDirectory)

	MTU
	Maximum Transmission Unit

	OU
	Organisational Unit (eDirectory Container Object)

	SOE
	Standard Operating Environment

	TCP/IP
	Tranmission Contol Protocol/Internet Protocol

	VPN
	Virtual Private Network

	WAN
	Wide Area Network

	WLAN
	Wireless Local Area Network


2 Physical Network
2.1 Ownership
The physical network background, IT configuration, maintenance and regulations for the connections are the responsibility of Information Technology Services.  No infrastructure can be installed, modified or removed without permission from ITS.
2.2 ITS to Local Portfolio demarcation

The demarcation point is the tail of the feed from the ITS edge switches/routers.  Local areas are responsible from this point to the workstations.  The Local Area internal network must comply with ITS standards and regulations.
2.3 External Connectivity
No network devices are permitted to directly connect to any other external network while it is connected to the RMIT Network without prior approval from ITS.  This includes unauthorised VPN tunnels.
2.4 Updates/Changes

Local Areas may request changes to the physical or logical network.  These requests will be made to ITS and should outline:

· Requestor’s name and contact details
· Change Request and justification
· Approval

2.5 Transport

IP based protocols are supported on the RMIT Network.

Any configurations that differ from these should have prior approval from ITS.

2.6 MTU size

MTU size determines the packet size used by Ethernet devices.  The use of different MTU sizes within the network will result in packet fragmentation, resulting in delays in network traffic.

RMIT’s backbone is configured to run with an MTU Size of 1514.  Network Devices will be configured with this MTU Size.
2.7 Routing

Routing will be performed by Hardware based Routing equipment endorsed by ITS.

All servers are to be configured with the following TCP/IP settings:

· All routing protocols Disabled
· End Node (NOT as a router).

· Configured with one Default Route.

Every Network will have a single Default Route.

Exceptions to this should be submitted to ITS for approval before connection to the network.

2.8 Wireless LANs

The deployment of Wireless LANs (WLANs) within RMIT must be performed in accordance with the following standard:
· 802.11a, 802.11b and 802.11g

· WPA Encryption

· 802.1x Authentication
No WLANs are to be connected to the RMIT Network without the prior approval of ITS.
2.9 Firewalls

2.9.1 External Firewall

The RMIT external firewalls will be configured to control access into and out of the RMIT network.  This requires explicit access rules to be written for each individual access request.  This implies a default ‘Deny-all’ policy.
Access between the external and internal networks should be via proxy servers or a DMZ wherever possible.
2.9.2 Internal Firewall

RMIT has a range of networks that must be physically and logically segregated from the rest of the University WAN/LAN.  Access to these systems is via a corporate or internal firewall appliance.  This allows critical segments of the RMIT Network to be protected from accidental as well as deliberate damage.
2.9.3 Changes/Updates

Any request for internal systems to access the Internet, or other external systems must be approved at both Portfolio/School level and by ITS.  The Portfolio controls are to ensure that all requested access is authorised in relation to the chargeback and reasonable use policy for each Portfolio.  The ITS approval process is to ensure that ITS are aware of the type of connectivity required and to assess the technical risk of implementing any changes.
2.10 Network Addressing

All networked devices within RMIT should be assigned an IP address.  The correct management of this address space is critical to the proper working of the RMIT Network.  ITS is responsible for allocating and managing the high-level address space (i.e. address space that RMIT is the registered owner).  Portfolios/Schools will have lower control of address allocation and DNS Registration.
See appendix for listing of current address space allocations and availability.

2.10.1 Public Addresses

RMIT has several public address spaces available, which are managed by ITS.

See appendix for listing of current address space allocations and availability.
2.10.2 Private Addresses

ITS has the means to allocate Private Addresses in the same way as Public Addresses.  The allocation of private addressing is authorised and managed by ITS ensuring that addresses are uniquely assigned, managed and routed through the internal network as required.
2.11 Remote Access

2.11.1 Remote Dial Up Service (RDS)

RMIT provides remote access to its internal network via RDS for staff and students.  Access from these networks also provides limited internet access using internal proxy servers.

The following rules have been applied to ensure fair and equitable use of shared resources:
· Maximum call length is set at a system level.  Administrators are to ensure that these maximum values are not exceeded.  Users can reconnect after the timeout has been exceeded if they so wish.

· All remote access must adhere to RMIT’s Electronic Communication Policy
· All access must be for staff or student use only.  Accounts are not to be shared with others.

2.11.2 VPN Service

Access to RMIT internal systems for services other than those publicly available from the Internet should only be accessed through the RMIT VPN.  Users wanting to remotely access RMIT systems would be required to run an ITS approved IPSEC compliant VPN client on their external workstation or system.
3 eDirectory

NAG is the forum to discuss the operation of the Novell Network. This includes current operational issues and discussions to propose new standards.  This forum reports recommendations to ITTAG for endorsement.  ITS will maintain a list of Administrators and it will be the responsibility of the PITM’s to ensure the list is accurate.
3.1 Ownership

The eDirectory, its health and maintenance, are the responsibility of ITS.

3.2 Updates/Changes

Local Areas with sub-tree administrative rights may not upgrade any version or apply any service pack without permission and advice from ITS.  ITS will first analyse, test and apply any updates to the Root Partition before Local Areas.
Decisions and timelines to apply updates and/or changes will be specified by ITS and communicated through NAG.

3.3 Structure

The eDirectory tree structure was the subject of a report from ComTech and later endorsed by ETEC-IT.  The structure has since been reviewed to accommodate recent organisational restructures, but still suits the University’s operational needs and must be followed.
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3.4 Required Containers

Each Portfolio will have an OU within the RMIT Organisation.  Each School will have an OU within their Portfolio OU (The Office of the PVC will have an OU similar to that of a School).  Within each School OU, there will be the following OU’s:
	Container
	Description
	Academic School
	Non-Academic School

	Apps
	ZenWorks Application Objects
	(
	(

	Com
	Commercial Short Course Students
	( (if required)
	

	Groups
	eDirectory Group Objects
	(
	(

	Groupwise
	GroupWise Objects (Distribution Lists, etc.)
	(
	(

	Os
	International offshore Students
	( (if required)
	

	Pgc
	Postgraduate Coursework Students
	( (if required)
	

	Prep
	Preparatory/VCE/RMIT Training Students
	( (if required)
	

	Printers
	NDPS Printer Objects
	(
	(

	Pgr
	Postgraduate Research Students
	( (if required)
	

	Staff
	Staff
	(
	(

	Ug
	Undergraduate Students
	( (if required)
	

	Vet
	Vocational Educational Training Students
	( (if required)
	

	Workstations
	ZenWorks Workstation Objects
	(
	(


Other OU’s may be created as per the Portfolio/School needs.
3.5 Required Objects

The following objects are required in the eDirectory:

	Object CN
	Rights Assignment
	RMIT O
	Portfolio OU
	School OU
	User OU

	NDS_Admin
	Org Role with rights to the parent OU

Object Rights:

Property Rights:

File System Rights:


	(
	(
	(
If required
	

	GW_Admin
	Org Role With the following rights to the relevant GroupWise Post Office(s):


	(
	(
	
	

	PW_Admin
	With the following rights to the parent OU:


	(
	(
	( 

If required
	

	Stud_PW_Admin
	As PW_Admin but applied to only Student OU’s


	(
	( 

If required
	( 

If required
	

	Printer_Admin
	With the following rights to relevant Printer OU’s (or Manager of NDPS Printer Agents):

	(
	(
	( 

If required
	

	DNS-DHCP_Admin
	With the following rights to DNS and DHCP Objects:


	(
	( 

If required
	( 

If required
	

	USER_TEMPLATE
	Appropriate Information for User account generation


	
	
	
	(


3.6 Object Name Standards

The Following table outlines common objects created in the eDirectory and the naming convention to use when creating these objects.

	Object
	Convention

	Servers


	See ‘Server Naming’ Standards section of this document.


	Volumes
	Recommended Volume Names from the list below:
SYS

USRx (where x = single digit 1-9 to allow multiple USR volumes)

DATA

SHARE(D)

APPS

SPOOL (for Print Servers)

CACHE (for Proxy Servers, although this could be replaced with DATA)

LOGS (for Proxy Servers, although this could be replaced with DATA)



	Printers
	See ‘Printer Naming’ Standards section of this document.

Names in eDirectory (CN) to match the client installation.


	Workstation
	ZenWorks Workstation Import Policy set to ‘ComputerName’

See ‘Workstation (Desktop Computer)’ Naming Standards section of this document


	User
	See User Account Creation section of this document


	Alias
	For custom application of common/local names – No Standard
Aliases should not be used if it can be avoided



	ZenWorks Policy
	ZXX(X)-NNN…N

Z = Static character constant (must be Z)

X = Zenworks Version that policy was created in

N = Relevant meaningful name at school’s discretion




3.7 Partitions and Replicas

The following are design recommendations for eDirectory version 8.x and above. These recommendations are generic and may vary for each implementation.
Partition and Replica changes must first be discussed at NAG and authorised by ITS.

3.7.1 Partitions

One of the unique features of NDS is its ability to be segmented into smaller pieces called partitions, while still maintaining a single namespace. Over the years, Novell has recommended that these partition boundaries be created for two reasons:

· To minimize traffic over WAN Links. A typical NDS tree design consists of top-level organizational units (OUs) representing the different geographic areas that the business operates in. This design permits organizations to segment the namespace into partitions at the geographic level. Subsequent partitions can then be placed on the appropriate servers in each location. It is crucial to note that this recommendation does not reflect any limitation of NDS, but is a design guideline to ensure that replication traffic between different sites does not unnecessarily consume precious WAN bandwidth. 

· To limit partition size. In previous versions of NDS, the size of the partition was another important consideration. Since the underlying database was not practical for large partitions of 10,000 or more objects, it was recommended that additional boundaries be created to limit the partition size. 

NDS eDirectory no longer has these limitations, due to its highly scalable backend. For NDS eDirectory, Novell recommends the following design limits for partitions:

	Limitation
	Recommendation

	Partition size
	Unlimited number of objects 

	Total number of partitions in tree 
	Unlimited 

	Number of child partitions per parent 
	150 partitions 

	Number of replicas per partition 
	50 replicas 

	Number of replicas per Replica Server 
	250 replicas 


3.7.2 Replicas

The placement of replicas is extremely important for two reasons: accessibility and fault tolerance. As more and more data is stored in NDS, the value of NDS grows. From an accessibility standpoint, that data needs to be available as quickly as possible, and subsequently needs to be copied in several places to ensure accessibility and fault tolerance.

The basic rules of NDS eDirectory replica placement are as follows:

· Replicate locally first. Keeping two to three replicas at the local site. In each case, there should be at least two local replicas of the local partition if possible. There is no need for more than three replicas unless you want to provide for accessibility of the data at other locations. This could also be done in eBusiness cases where the directory information is being accessed by countless numbers of users and you want to have multiple instances of the data for load balancing.

· Keep the master replicas in central locations. It may seem logical to keep masters at the remote site. However, since master replicas are used for partition operations (such as creating a new partition or merging a partition), it is wise to keep them where the partition operation will occur. Novell recommends that operations such as partitioning be handled by one person or administrative body in a central location. This ensures that errors are not made that could have adverse effects on NDS operations. This methodology also provides for a central backup of the master replicas. 

Replicas should only be placed in non-local sites for three reasons:

1. To ensure fault tolerance if you are not able to have the recommended two or three local replicas
2. To provide for accessibility, and

3. To provide for centralized management and storage of master replicas. This will help to ensure that replication traffic is controlled and limited over slow WAN links.
3.7.3 Minimum configuration for RMITNET
Based on the above information, RMIT should have replicas in the following locations as a minimum:
· 1 on the Local Area Server

· 1 on NDS-A

· 1 on NDS-B

The recommended configuration to ease load is:

· 1 per geographic location on Local Area Servers (eg 1 in Bundoora, 1 in City)

· 1 on NDS-A

· 1 on NDS-B

3.8 Administration
Portfolio IT Management will administer the Portfolio OU and all child objects.  Portfolio IT Management may delegate management of all or some of the child objects to its School IT Officers, but shall remain responsible for its health and conformity to University Standards.
3.8.1 Role Based Services (RBS)

RBS will be configured to aid in distributed administration.

There will be one (1) RBS Container created in eDirectory.  RBS will be configured and controlled by ITS through NAG.

RBS will be accessed using iManager (imanager.rmit.edu.au), which will also be configured and controlled by ITS.
RBS will be mainly configured to aid with distributed administration, giving a simple web-based interface to handle certain tasks (eg Password Management, Print Quota Update, etc).
Once an adequate RBS structure and design is decided upon, it will be included in this document for approval and implementation.

3.9 User Account Creation
· Users will be created in eDirectory ONCE.
· All users will have a password meeting the requirements of the RMIT Password Security Policy
· Grace Logins should be set to 30
· Users should be allowed a number of concurrent logins.  Any more than listed below should be considered on a case-by-case basis

· Students to be 3 
· Staff to be 5
3.9.1 Student Users

Student Users will be created by ITS, as a consequence of their successful, valid enrolment.  Local Areas are NOT permitted to create Student accounts.

If a student is not or incorrectly registered, first check for a valid enrolment, then refer to ITS for further investigation.

Student accounts will be in the format:

snnnnnnn

Where;

s = constant character

nnnnnnn = 7 digit Student Number generated by the AMS.

Single Subject Students do not have a student number generated by the AMS.  Student numbers are generated by RMIT Training.  These accounts will be created in the format:

snnnnnn
Where;

s = constant character

nnnnnn = 6 digit number generated by RMIT Training.
For temporary Students attending RMIT but not enrolled in RMIT courses/programs – i.e. Visiting/exchange students which have neither student number as listed above.  These accounts will be created in the following format:
syywwwwxx

Where;

yy = Contraction of the current year (eg: 25 for 2005, 26 for 2006)

wwww = Four character School code

xx = unique digit identifier

3.9.2 Staff Users

It is the responsibility of the Local Area to create Staff Accounts.  Staff accounts should not be created without confirmation from People and Culture of a valid appointment.

For those staff whom are not paid by RMIT (eg contractors, temporary staff), Local Area HR Managers can request People and Culture create an entry in SAP.
Staff accounts will be in the format:

ennnnn

Where;

e = a static constant
nnnnn = the last 5 digits of the staff number generated by SAP.

For accounts needed only for non-human services (where there is not a 1:1 relationship between a user account and a person, of where the service is needed for a role or position – eg HelpDesk), ITS can create an ‘x’ number for these users.  See the ‘Service Accounts’ section in this document.
A review and Proof of Concept project is currently under way to investigate the automatic creation and maintenance of Staff accounts using SAP as the authoritative database.  This will ensure that all IT systems remain correct and up to date (SAP, eDirectory, Infra, Web, Telephony, etc).

3.9.3 Test Accounts

If test accounts are needed within a school or portfolio, then they should be created in an existing user container.  To ensure that test accounts are unique, and are synchronised across all eDirectory Trees correctly, the accounts must be created in the following formats.
3.9.3.1 Student Test Accounts

Create using the following format:
stt(t)ss(ss)
s = Constant Character
tt(t) = Student type based on user container (eg: ug, pgr, os, etc)

ss(ss) = School container reference (eg: csit, sece, ss, etc)
The CN of the user must be 7 or 8 characters in length for it to be synchronised, so if required, zero fill the remaining characters (eg: sugss000.ug.ss.dsc.rmit).

3.9.3.2 Staff Test Accounts

Create using the following format:

ess(ss)

e = Constant Character

ss(ss) = School container reference (eg: csit, sece, ss, etc)
The CN of the user must be 6 characters in length for it to be synchronised, so if required, zero fill the remaining characters (eg: eits00.staff.its.res.rmit).

3.9.4 Service Accounts (x Numbers)
Service Accounts are permitted to be created for Non-Human services such as:
· Student Union Office Holders (e.g. President, Treasurer, etc)

· Special Purpose Accounts (e.g. Helpdesk, Admissions, etc)

· External Entities needing firewall/data access (e.g. Siemens, Xerox, Novell, etc)

3.10 User Account Deletion/Disablement
After a user has left the University, their account(s) will need to be disabled and/or deleted.

3.10.1 Student Users

Student eDirectory Accounts will automatically be deleted (by ITS) two months after on one of the following events:

· Application for Award

· Application for deferment

· Application for withdrawal

Student eDirectory Accounts will automatically be deleted (by ITS) immediately on of the following events:

· Direct request by Portfolio/School
Deletion will include all email.  File system data removal will be the responsibility of the local Administrators.  Reports of account deletion/disablement will be sent to NAG members.
3.10.2 Staff Users

Staff accounts shall be disabled (both eDirectory and GroupWise) for a period of three months before deletion.  This is the responsibility of Local Areas to manage in a similar way to Staff account creations.

Within one (1) business day of termination of a staff member’s employment, the following steps will be undertaken by the Local Areas:

1. Disablement of the eDirectory account 

2. Disablement of the GroupWise account

3. Removal from all mailing lists (GroupWise and other)/Removal of GroupWise Resource Ownerships
4. Change Given name and Surname values to xGiven name and xSurname

5. Change GroupWise Visibility to NONE

6. Arrange for Global Email Address(es) to be made “Expired”

7. Move GroupWise Account to Offline Post Office (after 1 week of disablement)
Three months after termination of a staff members’ employment, the following steps will be undertaken by the Local Areas:

1. Deletion of the eDirectory account including Home Directory.

2. Deletion of GroupWise account from Offline Post Office.

3.11 Account Moves

3.11.1 Student Users

Student account moves will be the responsibility of ITS.  This will occur when a student has changed course/program (based on reports from the Academic Management System), which require the account to exist in a different container within the eDirectory.
3.11.2 Staff Users

Staff account moves will be the responsibility of both sending and receiving Local Areas to co-ordinate the move.  This will include the moving of eDirectory account and GroupWise Post Office move (if necessary).  ITS will assist in any moves if required.
3.12 Account Suspension/Disablement

Accounts can be disabled or suspended if a user breached any rules or regulations set by RMIT or Local Areas.

A note should be placed in the DESCRIPTION FIELD of their user account stating who disabled the account and why (this must be removed when the account is re-enabled).
3.13 Standard Drive Letters/Mappings

Standard drive letters allow for users to learn where things are located.  It also will enable and promote information sharing through the use of eDirectory ACL’s, reduce data replication, reduce burden on email systems, data storage systems and backup systems.

	Drive Letter
	Purpose

	A – G
	Local Workstation Drives (FDD, HDD, Optical and removable devices)

	H
	Users Home Directory

(MAP ROOT H:=%HOME_DIRECTORY)

	I
	Local Share (Local Area/School/Portfolio/Chancellery)

	J
	Reserved for Portfolio share to Schools(i:=j: in PVC Office)

	K
	Reserved for Chancellery share to PVC Offices (i:=k: in Chancellery)

	L – M
	Reserved for Local Area customisation

	N – O
	Reserved for Library Applications launched with AWLaunch

	P
	Reserved for AMS Users Temp Drive

	Q – X
	Reserved for Local Area customisation

	Y
	S2 = APPLICATIONS (extra login script items to point here so applications and scripts are not forgotten during server upgrades/moves.  Eg: exist.exe, setofice.exe, etc)

	Z
	S1 = SYS\PUBLIC


3.14 Login Scripts

The bulk of all commands should be located in the School OU Login Script.

NOTE: Computers located in the RMIT Libraries, ITS General access Labs and The Hub are exempt from running School based login scripts due to possible errors being caused by these login scripts.  All efforts will be made to confirm to the Login Script and Drive mapping standards by these areas.

3.14.1 User OU’s
The User OU Login Script should have the following structure at the TOP:

===========================================================

IF “<WEBACCESS>” = "1" THEN
     include .webaccessprofile.ou.ou.ou.rmit

     EXIT

END
if "%2"<>"" AND "%2"<>".%LOGIN_CONTEXT" THEN include %2
if "%2"<>"" AND "%2"<>".%LOGIN_CONTEXT" THEN goto endscript
if "%<_LOGVAR2>"<>"" AND "%<_LOGVAR2>"<>".%LOGIN_CONTEXT" THEN include  %<_LOGVAR2>
if "%<_LOGVAR2>"<>"" AND "%<_LOGVAR2>"<>".%LOGIN_CONTEXT" THEN goto endscript
include .School.Portfolio.rmit
rem PUT ANY CONTAINER SPECIFIC LOGIN SCRIPT COMMANDS HERE

endscript:

===========================================================

The value for %2 should be the distinguished name of the OU whose Login Script the user should run, and it should be set as the first variable field of the Advanced button for the workstation.  Eg:  The workstation set %2 value for SECE would be .sece.set.rmit
3.14.2 School OU’s

The School OU Login Script should be considered the minimum for any School.  The minimum commands that should be in any users’ login script are:
· no_default (ensure the eDirectory Default Login Script is not run)
· Terms of Use Message

· Required drive mappings (as listed above)
· #dwntrust.exe (ensure authentication to any Border Manager Servers is removed)
· @clntrust.exe (Novell Client integrated authentication to Border Manager Servers)
· ZenWorks Check and Load

· Setofice.exe “%FULL_NAME” (Ensure Microsoft Office User Information is correct)
Below is a good example of a school login script (remember to update any server references):
===========================================================

REM ******************THE START******************************
no_default
MAP DISPLAY OFF

rem *************TERMS OF USE MESSAGE**********************
IF NOT MEMBER OF ".No-Message.groups.its.rmit" and OS = "WINNT" THEN
 IF DAY = "01" or DAY = "17" THEN
     #\\server\sys\public\mlrt\messagealert.exe /nomenu
 END
END


rem ************* WELCOME MESSAGES**********************
WRITE " "
WRITE "Good %GREETING_TIME, %FULL_NAME"
WRITE " "
WRITE "You are logged in from %STATION, physical station %P_STATION"
WRITE "Machine type %MACHINE"
WRITE " "
WRITE "Processing Login Script..."
WRITE " "


rem **************SET COMMANDS*****************************
DOS SET S_STATION="%P_STATION"
DOS SET NETADDR="%NETWORK_ADDRESS"


rem *************DRIVE MAPPINGS*****************************
DOS set MAPROOTOFF="1"

REM Z: Mapping
MAP INSERT S1:=Z:=.server_sys.ou.ou.rmit:public

REM Y: Mapping

MAP INSERT S2:=Y:=.server_apps.ou.ou.rmit:

REM H: for users Home Directoy
MAP ROOT H:=%HOME_DIRECTORY


rem ***************AMS USER CHECK***********************
IF MEMBER OF ".ams_user.groups.apps.rmit" then
      map root p:=.its-gn-prtemp_ams.its.rmit:
END


rem ********  ZENWORKS VERSION CHECK AND LOAD**************
rem Checking to see if the ZENworks 6.5 agent is present
#exist %<systemdrive>\Program Files\Novell\Zenworks\nalwin32.exe

rem ***** If the ZENworks 6.5 agent is NOT present, then run from server
if "%ERRORLEVEL"!="0" then
rem        Running NAL from Server
      @z:zen323\naldesk.exe
end


rem ****************OTHER COMMANDS*********************
#dwntrust.exe
@clntrust.exe
@setofice.exe "%FULL_NAME"


rem ******************THE END******************************
WRITE "Logon successful at %HOUR24:%MINUTE on %DAY_OF_WEEK %DAY-%MONTH_NAME-%YEAR"
WRITE " "
WRITE "Have a nice day!"
WRITE "::"
===========================================================
3.14.3 NetStorage ‘webaccess’ profile

Below is a good example of a ‘webaccess’ login script (remember to update any server references):

===========================================================

REM H: for users Home Directoy
REM This is mapped Automatically thorough NertStorage
REM MAP ROOT H:=%HOME_DIRECTORY


REM I:/J:/K: for Local Share
MAP ROOT I:=.server_shared.ou.ou.rmit:directory
===========================================================

3.15 ZenWorks Configuration

3.15.1 ZenWorks User Policies

All users should be associated with a ZenWorks User Policy Package, either by OU, group or direct user association.
3.15.1.1 Student Dynamic Local User (DLU) Policy
The Student User Package will be configured as below:

Dynamic Local User


( Enable Dynamic Local Use
( Manage Existing Account


( Use NetWare Credentials



( Volatile


Member of: Users
The above package will ensure that crashed user accounts are managed (taken over) and removed upon logout.  Students should not need any further rights, as they can be assigned locally through the use of the Desktop SOE.

3.15.1.2 Staff Dynamic Local User (DLU) Policy
Staff can be associated with two different package designs.

Option 1 (Preferred):

Dynamic Local User


( Enable Dynamic Local Use
    Manage Existing Account


( Use NetWare Credentials



( Volatile


Member of: Users

Option 2: (This should be avoided as it leaves accounts on the local machine of any machine the user logs into leaving a security hole)
Dynamic Local User


( Enable Dynamic Local Use
( Manage Existing Account


( Use NetWare Credentials



   Volatile


Member of: Users
3.15.1.3 Notes on ZenWorks Policy Use

· It is acceptable to associate research students (Masters by Research, PhD, etc) with the staff package, as they may have their own machine.  This could be achieved by using Groups.

· IT Support Officers may be assigned to a User Policy Package configured as above except for they can be a member of Administrators.  This is because a support officer may need to have administrative rights to workstations while also accessing relevant network resources.  It is recommended that this not be employed as a security concern.  If Support Officers need Administrative access, then they should log on locally as administrator and use the Netware Login Function to access any required network resources.

· Using the ‘Manage Existing Users’ option for users that log into Novell and a Windows Domain, will cause Novell to attempt to take over the Windows Domain account (and fail).  Domain based applications will then fail, requiring the user to Login to the Domain first, then to Novell.
3.15.2 ZenWorks Workstation Policies

Workstation Policy Packages will be used to secure workstations in Local Areas over User Policy Packages.  This includes areas such as drive access, control panel/display access and registry access.  Implementing Workstation Policies ensures that users traversing the University are not unnecessarily impeded in other Portfolios/Schools by placing Extensible Policies in the User Policy Packages.
3.15.3 ZenWorks Application Objects

All of RMIT’s Corporate Applications will reside in a central Applications Container (.apps.rmit).  This will ensure proper change control is employed upon these applications.  These applications will be associated with minimal groups; either the central ‘APP_Users.groups.apps.rmit’ or Portfolio Based IT Support Groups.
3.16 Novell Server Configuration
All Novell Servers are to have the following characteristics:

· Running the latest version of Operating System (including minimum patch level) approved by NAG

· 500MB Minimum C:\ Partition

· 10GB Minimum SYS Volume

· Network Transport Configured

· TCP/IP Only Network Transport (Statically Assigned – NOT DHCP)

· DNS Servers set to contain 131.170.1.1, 131.170.2.1

· Routing configured as per ‘Routing’ section of this document

· SLP Configred

· TIME Configured

All Novell File/Print Servers

· Running McAfee Virus Scan for Netware (Netshield) including ePolicy agent
4 Naming Standards

This section states the naming standards to be used for each network device.  Note that DNS A Records are to match the device name.  Aliases (or CNAME’s) can be used to make access easier if necessary.

4.1 Server

This standard is based on owner and purpose of the Server.  It easily identifies the Owner Portfolio, generic use and platform, with a more generic and meaningful name.  The Server Name will be as follows;

PPP-FO-NNNNNN

PPP = Portfolio



BUS
Business



DSC
Design & Social Context



FSG
Financial Services Group



IEC
International, Enterprise & Community Development



ITS
Information Technology Services



LIB
Library



RNI
Research & Innovation



PNC
People & Culture



SET
Science, Engineering Technology



STU
Students



TNL
Teaching & Learning



TRN
Training

F = Function/Use 



A
Application



D
Database



G
General



M
Mail



N
Netmail




W
Web

O = Platform Base/Operating System 




L
Linux




M
Macintosh



N
Netware



U
Unix



W
Windows


NNNNNN = Computer Name (meaningful)
4.2 Networking Device

This standard is based on Device Location, which will help identify the location of the equipment (and also have some bearing on the area the equipment is servicing).  The Network Device Name then looks as follows; 
Bwwwxxyyy(a)-zz(z)(bb)
B = Leading character – case insensitive (due to not allowing pure numeric hostnames)


This character is required, and should be a ‘B’

www = 3 character building (numeric 0-9)

xx = 2 character level (x1 = numeric 0-9, x2 = alphanumeric 0-9 A-Z a-z)

yyy(a) = 3 or 4 character room ( y = numeric 0-9, a = Alpha A-Z a-z)

zzz(b) = 2 to 5 character device identifier (z = Alpha A-Z a-z, b = numeric 0-9 (2 digits))


z can be; RT=Router, SW=Switch, WAP=Wireless Access Point, LSW=Load-balancing Switch.

Eg: B08809000-WAP01


Eg: B01207016-SW01

4.3 Desktop/Notebook Machines
This standard is based on Desk Number or Primary Location of the machine, which will then work in open plan offices where more than one machine per desk may exist.  The machine name then looks as follows;

Bwwwxxyyy(a)-zz(z)(b)
B = Leading character – case insensitive (due to not allowing pure numeric hostnames)


This character is required, and should be a ‘B’

www = 3 character building (numeric 0-9)

xx = 2 character level (x1 = numeric 0-9, x2 = alphanumeric 0-9 A-Z a-z)

yyy(a) = 3 or 4 character room ( y = numeric 0-9, a = Alpha A-Z a-z)

zzz(b) = 2 to 4 character desk/machine identifier (z = numeric 0-9 (2 or 3 digits), b = Alpha A-Z a-z)

If a machine has network registrations on multiple subnets, then the following standard will be used for the DNS A Records of those machines.  This standard takes into consideration roaming users needing multiple IP addresses depending on Subnet.  This standard is based on Primary Location (i.e. Assigned Users Primary Location), with a Campus and Subnet identifier.  The DNS A Record then looks as follows;

Bwwwxxyyy(a)-zz(z)(b)-cs(ss)
B = Leading character – case insensitive (due to not allowing pure numeric hostnames)


This character is reserved, and should be a ‘B’

www = 3 character building (numeric 0-9)

xx = 2 character level (alphanumeric 0-9 A-Z a-z)

yyy(a) = 3 or 4 character room ( y = numeric 0-9, a = Alpha A-Z a-z)

c = Single character Campus ID (C = City-131.170.0.0, B = Bundoora-144.205.0.0)

s(ss) = 1, 2 or 3 digit subnet number (eg if IP = 131.170.17.1, then ss = 17)

Notes on Use

· The Minimum required characters are: Bwwwxxyyy-zz and Bwwwxxyyy-zz-cs.  Therefore take care to use leading zeros where necessary.

· If more than one machine per desk exists, the desk identifier will then have a letter after if to identify the machine on the desk, as referenced by the (b) (this would include notebooks).

· Although the machine name will be long, this standard will give the greatest flexibility for the most purposes (minimum of 12, maximum of 15 characters)

· Systems and procedures will need to be put into place in local areas to ensure all relevant databases are maintained accurately (esp. when machines are moved)

· Exceptions to the standard are Notebook Pools which may be named based on Owner Department (eg: SETCS-NB01)
4.4 Printers
This standard is based on Printer Location and Model.  The printer name will then look as follows
Bwwwxxyyy(a)-pppppp(-zz)
B = Static Constant (must be the letter ‘B’)

www = Building Number (3 numeric)

xx = Level Number (2 numeric)

yyy = Room Number (3 numeric)

a = Optional Room Identifier (1 alpha)

pppppp = Printer Model (eg HP8150)

zz = Optional Printer Identifier (if more than one of the same model per room)


Eg: B08809014-HP8150

Eg: B08809014-HP8150-02

Eg: B08809014-HP8150-PVCOFFICE

To match Desktop Computer Naming Standard and Property Services Location Standards Names in eDirectory to match the client installation

5 Appendix

5.1 Current Approved Novell Versions

Novell Recommendation is that RMIT maintain at least “the currently released Novell version minus 2”.  NAG is responsible for ensuring this standard is met.  Contact NAG for the current approved versions for use in RMIT.
5.2 Current Address Space Ownership

ITS control the IP Public and Private address space used within the University.  Contact ITS for listings of current ownership, to release ownership or to gain approval for more allocation.  Any Address space not allocated or not in use will not be routed throughout the University.
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